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PREFACE

This Interagency Intellizence Memorandum addresses the key role
of the Soviet intelligence services and their surrogates in acquiring
advanced US and other Western (including Japanese) technology. This
particular focus of the Memorandum is not intended to overshadow the
significance of acquisitions by other Soviet and East European organiza-
tions and the consequent need for stringent US export controls. Indeed,
the continuing Soviet acquisition of technology from the West using all
means at Moscow's disposal is one of the most complex and vexing issues
confronting US policymakers.

The term “technology transfer” connotes a wide ranege of scientific
and technical, economic and industrial, and trade and communications
activities; there is no single definition. When viewed in terms of their
national security implications, the means by which rechnelogy transfers
occur take on even greater significance. These mesns range from open-
source publications through legal trade and illegal trade diversions to
traditional clandestine operations. In certain instances, transfers not
normally considered ecost-effective in the usual commereial sense (such
as reverse engineering) may be used by actual or potential adversaries
that gtherwise would be denied such technology.

This Memorandum was prepared under the auspices of the
Mational Intelligence Counecil by the Central Intelligenee Agency, the
Defense Intelligence Agency, the Federal Bureau of Investigation, the
Mational Security Agency, the DCIs Community Counterintelligence
Staff, and the intelligence components of the Department of State, the
Department of Energy, the Customs Service of the Department of the
Treasury, and the Air Foree, Army, and Navy. It was reviewed by and
coordinated with the intelligence components of the Departments of
Commerce and the Treasury. This Memorandum was approved by the
DCI's Technology Transfer Intelligence Committee and, on 25 May
1982, concurred in by the National Foreign Intelligence Board.




SUMMARY AND OVERVIEW

The USSR is engaged in a well-organized, centrally directed, and
growing worldwide program to acquire US and other Western military
technology, embargoed equipment, and manufacturing technology to
satisfy its military and defense-industrial needs, The Soviet intelligence
services and their East European surrogates play a major role in this
worldwide program through a broad range of .clandestine, technical,
and overt eollection operations, Although these intelligence operations
constitute a small part of the overall Soviet technology acquisition
elfort, we believe these operations are responsible for acquiring the
overwhelming majority of the militarily significant Western technal-
opy ! that finds its way into the Soviet Unjon,

Acquisitions of Western technology by the Soviet intelligence
services and their surrogates have afforded the Warsaw Pact significant
military and industrial benefits. These include:

— Increasing the pace of indigenous development of weapon
systems and redueing military research and development costs

and risks.

— Developing effective countermessures against US and other
Western military systems.

-— Modernizing and broadening critical sectors of the Warsaw
Pact defense industrial and support bases.

* . These and other acquisitions of Western technology by nonintelligence

organizations have contributed substantially to the growth of Soviet
military power and the steady erosion of the technological superiority
on which US and allied security currently is based. In turn, thic has
stimulated the United States and its allies to make even greater efforts
to overcome or defend against these enhanced Soviet capabilities.

The Soviet and East European intelligence services employ & vast
array of methods to acquire US and other Western technology. The
most effective of these collection methods inelude:

— Recruiting agents-in-place from business, government, military,
and academic sectors both in the United States and overseas.

" At wzed here, militarily sinificant techialogy o defined as that equipmes, materisl, amd technalogy
bavirg direct smd immediate impact on Soviel military ressarch, develapment, and peoduciion




Arranging illegal trade diversions through third countries to
evade US export controls.

Using Communist-country-owned but locally chartered firms
to acquire controlled technology and to support elandestine
collection operations.

Intercepting US and other Western telecommunications to
acquire proprictary and controlled industrial technology and
unclassified but sensitive defense program information.

Exploiting official scientific’and technical exchanges and inter-
national organizations,

Collecting large 2mounts of open-source S&T information
available in Western countries’

The technology acquisition efforts of the Soviet and surrogate
intelligence services have become more systematic and effective in the
past 10 to 15 years. Their collection efforts—both legal and illegal-—are
well coordinated on a global scale to maximize the total effect of the So-
viet acquisition effort. Their collection activities are closely tailored to
the changing security practices of Western governments and their
industrial, commercial, and academic sectors. Among the trends we
have noted over time in the Soviet intelligence services' efforts are the
following:

Weapon-related acquisitions increasingly are more selective,
focusing on critical components and materials necessary to
achieve greater performance.

Greater emphasis is being placed on acquiring Western produc-
tion technology and equipment, reflecting Soviet needs to
increase the efficiency of large-volume production for the
Warsaw Pact; much of this technology and equipment is
subject to export controls, and its acquisition often is accom-
plished through intelligence-directed trade diversions.

Commereial and emerging technologies are becoming priority
targets in their own rights, indicating the military value placed
on them by the USSR as well as their greater vulnerability to in-
telligance service acquisition methods.

Acquisitions of US technology are being stepped up abroad,
reflecting a relatively [reer operational environment overseas
than in the United States,




— The role of the East European intellizence services has been
increasing steadily over the years, and the Saviets are providing
them with an ever expanding set of collection requirements; the
rate of increase has risen recently as a result of Western
embargoes on technology transfers to the USSR in the wake of
Afghanistan and Poland.

As the vast array of the Soviet and East European intelligence
services' seientific and technical collection activities suggests, neither
the US export control community nor the Intelligence Community
separately can respond adequately to this mounting threat to US
national security. Furthermore, the Soviet intelligence services and their
surrogates have acquired a large majority of US export-controlled and
government-classified technology overseas through illegal trade diver-
sions and intelligence operations. Thus, only a concerted and multi-
faceted approach to this problem—combining both effective expark
control policies and vigorous counterintellizgence programs—hby the
United States and its allies can counter the broad-based Soviet and East
European technology aequisition effort.
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Soviet Scientific and Technical Collection
Efforts: Trends and Historical Context

1. The USSR traditionally has placed a high priority
on and devoted large amounts of resources o the
acquisition of Western technology by all means—Jlegal
and illegal The primary objective of these efforts is ta
support Soviet and Warsaw Pact military programs,
partinufarly 441 devehp:ing now weapon systems, im-
proving existing ones, or developing countermessiires,
The secondary aim of these acquisition efforts has
been to reduce costs and increase efficiency in Sovist
defense-industrial production, including those civilian
sectors of the Soviet economy that support the USSH's
defense effort.

2. The Soviets assign the highest priority to obtain-
ing and exploiting US and other Western militarily
significant technolegy, This effort began in the 19305
and continued throughout World War 11 as the Soviets
reproduced U5 weapon systems that were provided to
them under Lend-Lease auspices, The effort reached a
hizh point in the immediale posbwar, period with
clandestine Soviet acquisition of US atomic-weapons-
related technology. From the late 19405 through the
early 19605, the Soviets continued to asquire and copy
U5S and other Western military technology, often
duplicating entire weapon systems. In a few instances,
they have gven tolerated short-term military depend.
ence on foreign technology in order to incorporate
designs and features nol available through indigenous
Soviet research and development, or to specd the
development of high-priority weapon systiems.

3. Since the mid-1960s, however, the Soviets in-
creasingly have been more precise in their search for
military technologics in the West. Having developed a
capable technological base and an evolutionary design
philosophy suited to their military doctrine, they now
evaluate forelgn military technologies more carcfully,
seeking to aequire and assmilate only those Western
design elements, engineering leatures, and production
technologies that best it Soviet mililary reguirements
and ind#Etefal capabilities.

DISCUSSION

4. The Soviets” well-coordinated, high-level effor
fo scguire US and other Western technology has
enabled the USSH and the Warsaw Pacl to increase
their military capabilities and spurred the United
States to commit even greater resources to its defense
effort In addition to their traditional emphasis on
acquiring Western military technologles, and their
more recent emphasis on industrial production know-
how and equipment, the Soviets now appear bo be
targeting new, emerging lechnologies under develop-
ment in the West. These technologies—including
adaptive optics, very-high-speed integrated circults,
superconductive systems, state-of-the-arl computer de-
vices, and genetic enginecring and  recombinant
DMNA—generally are the most advanced and least
protected technologies in the United States and other
Western countries. This focus Is intended by the
Soviets both te satisfy their military and industrial
ohigelives and to prevent “lechnological surpeise™—
that is, a situation in which the USSR is caught
unaware of the military applications of hitherto basic
scientifie research,

Soviet Acquisitions of Militarily
Significant Western Technology

3. The USSR is engaged in a well-organized, cen-
trally directed, and growing worldwide program to
acyquire Western technology to satisfy its military and
defense-indistrial needs. (See table 1) The Soviet
intelligence services and their East Evropean surro-
gales play a major role in acquiring US and other
Western military technolagy, émbargoed eguipment,
anil manufacturing technology required to meet Sovi-
et military objectives, This effort complements the
overall Soviet program for legally acquiring such
technology and eqwipment for their military and
defense-industrial needs. Although Soviet and East
European intelligence services' acquisitions of militari-
Iy significant Western technology * constitute o small

Y aw wmed keve, militarily signifizant technokegy is defined a3 that
quipmen!, material, and technology having direct apd immediaie
impact on Soviet milicery eesearch, development, snd oroduction.




Table 1

Selected Soviel and East Evropean Legal and Tllegal Acquisitions
From the West Alfecting Key Areas of Soviet Military Technology

iy Technalogy Aress Notable §
[w 3 . Tllegal and legal trade iitions of I yebemi, hard aned mftware, including & wide
variety of Westarn g I parposs o terd and minicompoters, for eilitary spolications.
clandestine scruisitions of pregrietary infarmation: exploitation of captered aviondes snd fire-canteal
Sysiemd,

Microelect reic Complete industris] procemes and semiconductor-manufecturing squinmest through legal and {lhegal

trade chennedi; il combined, thix equipment probably is encsigh Lo meel 100 percent of the Sovies mili-
tary requirement for bigh-qumlety microslectronios.

Siwnal Processiog ..o - lbegal trade scquisition of wismic s s and iated tets and of ic spectrim
analyeers for antisubimaring warfase (ASW)

W feations .o Ulegal trady acquisition of ke-power, low-sise, high-sensitfvily receiver.

Production .o —  ltgal and legal scvuisitions of suterated end presision mnidfacturing equipmnent for electronics,

materials, and possibly epiical and lassr weapans companents: clandesting soquisitbon of documents-
ibon on peoduction teebinalogy of wessons, ammusnition, sirceaft gasts, Lurkene bilades, computars, ame
efectronic components

Divected Energy e, Metal foils for e-beaim hasers and oqiical components acquired thraugh legal and illegal chamnels.
Cuidance and Mavigation ... Legal snd illogal trade scquisitions of laran and other mavigation recefvers; ill=gal and clindestine
Isilions of ad d inential guidance o i3, incledieg miniature and lager gyror; captuged

U5 equipment, inchoding tereain-following redars, entimdistion missiles, snd ire-control sritems;
clandestine sequisitions of ais-to-air and sucfsoe-ro-alr misiles snd of ASW eruise misile and tactical
ballistie misile guidince subsatems: legsl sequisition ef precision machinery for Ball bearing
pred isttion.

Structizral Materiels Legal hases and intelligence soquisitions of Western titanium alloys and walding squdpment.

Memile case filament-winding technalogy through legal and ilkegel irade; soeme ground propalsions
technology theough Hlegal end legal trade s ls, eurkd and rotasiest submarine !
propulsion slant designs by clandestine mesns; legal and ilfegal purchases of advanced et engine
fabriestion technalogy and ot engine design informetion trough clandetine mesns; capdured jet
engines from Vieteam,

Nuclear Weapoas ..o Deesign of vasious bombes, warheads, and reentry-vehicle-related dat (raugh clandesine fLT

Chomical Explisives ..o Clandestine aoquisition of manmfacturing details of advanced bigh exalasves for suclisr widapons,

Acaustlé Sensors (ASW) ......_... Clandestine acouisition af underwater navigstion and directise-finding equipmant; seismi :
acquired theaisgh illepal trade diversion

Nonacoustic Sensors (ASW) ... Clsndestime isitinn of selected equip end tevhnology.

Aadar o Expleitation o captured feresin-following sadar and adrboree imercept radas; clandestine aeguisition
of radaei for fighter aireraft, air Sefense radars, snd antenma designs Far US surfacedo-air misslle
sysigans

Electro-Oiptic Sensars ... Clandesting apmaisition of lofermation an U5 eapellite tehsalogy; llegal teacls acquisitions af bsar

rangelinders for tanks




portion of the overall Sovie effort, we believe that the
overwhelming magority of worldwide Soviel acquis-
tions of militarlly significant Western technology is
obitained through their collsction operations—elandos-
tine, Wedinical, and overt. The amount of classified
technology scquired is belleved to be relatively small,
and the vast majority of that has been acquired outside
the United States,

6. In addition te the significant clandestine acqudsi-
tions of US nuclear weapons technology that led to
Soviet nuclear bomb capabilities earlier than anticipat-
ed, the Soviet intellience services clandestinely ae-
quired over the past two decades details of several US
nuclear warheads; US and British manofacturing de-
tails of advanced Mgh explosives roguired for the
production of nuclear weapons; and designs of muclear
propulsion syatems, all of which have benefited Soviet
military programs.

7. Other clandestine acquisitions of Western bech-
nology, cquipment, and syslems by the Soviet and East
European intelligence services that have been copled
in their entirety or used in designing or manufacturing
new Soviel weapons inelude:

== The US Sidewinder missile, which, when copied
in ils entirety, gave the Soviets their first heat-
seeking air-to-air missile, the Atoll.

— The U5 Redeye, which aided the Soviets in
developing their first shoulder-fired surface-to-
air missile, the SA-7,

In addition, the Soviet Bloe services clandestimely
acouieg: _

—Dn1ta ‘on the guidanee sulgysterm of the US
Minuteman [CBM. ’

— Technical data on more than 200 gyros from a
subsidiary of a U5 high-technology firm in

Cermany.

— Data oo solid-propellant missiles, an area in
which the Soviets considerably lag US develop-
ments, especially for use aboard submarines.

|

]

— Datx on radars used on US F-14, F-15, and F-18
fighter aireraft that are likely to be wed in
developing similar Soviet radars

~— Dhata on the TOW and MILAN antitank weap-
ons, probably te develop eountermensures,

— A German Leopard tank engine, probably for
modification and use on the mewest Soviet ad-
vanced tank.

Although it is likely that there have been many other
significant acquisitions of which we are unaware, these
clandestine acquisitions by the Soviet and East Euro-
pean intelligence services have permitted the Soviets
to develop military capabilities much sooner than
otherwise possible, and they have enabled the Soviets
to roduce the gualitative edge of some Western weap-
(I}

8. The Sovie! and East European intelligence serv-
ipes alio use overt eollection aperations quite effective.
ly to acquire Western scientific and technical (5&T)
informalion, Their overt collections against US and
ather Western technologies have contributed te Soviet
military systems. These acquisitions range frem data
on US ICBM silos (used by the Sewiets in developing
silos for their first solid-fuel ICBM, the 85-13), to
technical data drawn from NASAs research on super-
critical wing designs (which helped the Soviets to
design and to build & new transport aircraft}, 1o
technical documentation on US and other Western
military systems and their asociated training and
maintenance procedures.

9 The Soviet intellipence services and their East
European surrogates also collect much Western 5&T
information throwgh technical collection means, main-
ly communications intercepts in the United States and
abroad, We belleve that the USSR lus acquirad
technical data and design concepls on a number of
Weslern misile, aircraft, and naval systems in this
manner, and that this information & valuakle ta the
Sovlet Union's military and defense industries.

Soviet Tasking in the Technolagy
Acquisition Effort

1L The Soviet Uniens effart to acquire US and
other Western technology is 3 massive, well-planned

o .




and well-financed national-bevel program. Overall ap-
proval for the Soviel acquisition effort is given by the
Central Committes of the Communist Party of the
Sowviel Union (CPS0), which is the final authority for
all policics of the USSR, CPSU directives concerning
Suv& g?chnalagv acquisition activitles are implement-
ed by the Council of Ministers of the USSR, which is
the highest level of government in the Soviet Unicn
and coardinates the officlal policies of the Soviet state.
{See ligure 1)

Militory-Industriol Commission

il. The high priority the Soviets asmign to the
acquisition of US and other Western technology is
reflected in the dominant role played by the Military-
Industrial Commision (VPE) of the Presidium of the
Council of Ministers, The VPEK's primary rale iz to
coordinate the development and production of Soviet
weapon systerns. The VPE also plays the key role in
developing requirements for both legal and illegal
acquizitions of military and advanced dual-use Wasi-
ern technology. The VPE directly oversees the partici-
pation of the nine key Soviet defense industries in
acouiring and exploiting foreign technology. (See fg-
ure 2} Requests from these and the defense-support
industries for Western technology are consolidated
and wvalidated by the VPE. The VPK also centrally
directs the end use of design and production technol-
ogy for the Soviet defense-industrial complex, and
eoordinates the technical sxamination and exploitation
of foreign weapon samples in industrial research and
development organizations. Finally, the VPX provides
policy guidance for Soviet technology aequisition ac-
tivities abroad.

12°WPK requirements are isseed formally and in
great detall. {See table 2) The complete VPE requine-
ments list resemblos a book, containing some 400 1o
300 pages of requirements encompassing a broad
spectrum of military hasdware and related production
technologies and technical data. The VPE require-
ments list probably is revised and updated annually,
reflacting changes in collaction priofities and tarpet
availability. The VPE requirements list includes the
items sought; their collection prisrities; how long each
requirement is valid; which Soviet ministry levied the
collection requirement; the most likely sources of the
technology to be nequired; and the budget For each

T

acauisition.  Provisions are also made for ad hoe,
target-of -opportunity collections,

13 The VPK requirements ligt is levied directly an
the Soviet intelligence services In those Western
countries with extensive S&T eollection targets, the
restdency of the GAL (see paragraph 25) probably kas
the entire requirerments list. In most GRU residencies
im the Third Warld, only those items likely to be
available in country are specified for collection pur-
poses, prabably in an abstract from the larger require-
ments list. The KGE (e paragraph 18) works Froem the
VIK reqairements list in much the same fashion, a5 its
S5&T eollection effort includes supporting Sowviet de-
fense-industrial peodustion

State Committes for Scionce and Technalogy

l4. The VPK requirements list is coordinated with
the State Committee for Science and Technology
(GENT} of the Council of Ministers, which supparts
the VPK in both legal and illegal Soviet efferis to
seepuire foreign technology, The GENT's scientific
and technical information gathering and processing
activities are vital to the generation of Soviet require-
ments for foreign  technology acquisitions. These
GENT activities reside iIn a nationwide, centrally
diracted system that comprises some 100,000 individ-
uals and 11,000 information departments affiliated
with Soviet ressarch institutes, design bureaus, and
production faeilities. The CENT also collets technics)
infermation through a vast, complex network of scien-
tific and industrial agreements and exchange programs
wilh other countries and multinational corporations.
The GENT's All-Union Institute of Scientific and
Technical [nformation (VWIITI) eollects, translates,
and disseminates scientific and technical publications,
industrial patents, and technical journals from at least
117 foreign countries, Through YNIITI Soviet scien-
tists, engineers, and technicians are kept abireast of
foreign scientifie, technical, and industrial develop-
ments,

15, The GKNT, in conjunction with the Ministry of
Foreign Trade, also exerts substantial comtrel over
legal purclases of US and other Western technology
through its control over hard curreney expenditures.
This control helps to ensure that all proposed pur-
chases are justified in terms of defense priorities
before they are executed. It alse serves to prewent




Figure 1
Key Orpanizations Contributing to Soviet Military R&D,
Muanufacturing, ani the Acquisition of Western Technology
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Figure 2

The Soviet Requirements, Collection, and Acquisitions Cycle
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